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HOW TO USE THIS MANUAL

Conventions used in this publication. The focus of this document is on providing general
information to those who are not AFATDS operators, but are involved in Fire Support. Itis not

procedure oriented. However, more details and limited procedures may be found in the
appendices.
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ABSTRACT

AFATDS (Advanced Field Artillery Tactical Data System) is a tool. This tool fills the automated
C3 (Command Control and Communications) system role for the fires battlefield functional area.
It assists in managing operational and tactical fires in support of the maneuver as well as provide
technical control of firing elements. It provides the commander with integrated, responsive, and
reliable fire support. AFATDS is a fully automated fire support system, which minimizes the
sensor-to-shooter timeline and increases the hit ratio. It provides fully automated support for
planning, coordinating and controlling mortars, field artillery cannons, rockets, guided missiles,
close air support, attack helicopter and naval gunfire, for close support, counterfire, interdiction,
and deep operations. The system is used at all echelons from the platoon operations center to
the corps fire support element. It operates with all existing and planned US fire support systems
as well as allied field artillery C3 systems such as ADLER, ATLAS and BATES. AFATDS runs on
the Sun Solaris operating system. AFATDS is written primarily using ADA programming
language but also contains a large number of Java and C++ components.
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AFATDS OVERVIEW

Introduction

The Advanced Field Artillery Tactical
Data System (AFATDS) is a tool. Just
as a hammer makes putting nails in a
board a lot easier than pounding them in
with your fist, so AFATDS makes Fire
Support a lot easier to accomplish.
AFATDS is a fully automated Command
and Control (C2) system that prioritizes
targets and pairs them with optimal Fire
Support weapon systems. It gives
commanders timely, accurate,
coordinated fire support to prosecute
high-value targets. This is enhanced by
color-coded missions status, unit status,
and map displays for ease of use.

Although it is highly automated, AFATDS
allows for human intervention, whenever
necessary. The system does not force
current doctrine, but supports it.
Commanders’ Guidance is factored into
each mission. Options and
recommendations are given to the
operator for each mission processed,
based on rule sets input by the operator.
Tailorable rule sets are available for
target processing, weapon pairing,
information distribution, and
communications redundancy.

Unit relationships may also be tailored in
real time to adapt to changing needs.
The system provides agility, allowing for
the establishment of the sensor to
shooter link while ensuring mission
coordination needs are considered.

Fire Support Areas Which AFATDS Supports

1. Fire Support Planning. Fire Support Planning
provides integration of field artillery, mortars, naval
surface fire support, aviation (helicopters), and air
support into the Force Commander's scheme of
maneuver. AFATDS helps create a Fire Support
annex to the commander’s Operation Plan
(OPLAN) and a Field Artillery Support Plan.

2. Fire Support Execution. Fire Support Execution
is guided by fire support and field artillery support
plans. It performs sensor employment, target
processing, attack systems analysis, technical fire
direction for cannon units, tactical fire control for
MLRS units, and target damage assessment.

3. Movement Control. Movement Control
manages and coordinates the movement of field
artillery units and sensors and coordinates the
movement of fire support units and sensors.

4. Field Artillery Mission Support. Field Artillery
Mission Support includes functions logistically
supporting the field artillery system. It creates and
maintains supply inventory files, supply requests,
and supply reports.

5. Field Artillery Fire Direction Operations. Field
Artillery Fire Direction Operations includes the
collection and maintenance of weapon, fire unit,
and ammunition status data required for day-to-
day operations. This information is provided in
either detailed or aggregate form to appropriate
Operations Centers in support of both planning
and execution requirements.

AFATDS and the Map software, which the system uses, provide critical Situation Awareness
(SA). Both friendly and enemy unit graphics are displayed, along with target information from
multiple sources. Due to the multi-level communications across the network, unit status, and
weapon platforms are monitored and updated continually on the map. Unit information may be
directly accessed from the map symbols. Friendly units, enemy units, targets, and areas of
responsibility can all be seen. At each AFATDS box, the operator may filter the information to be
displayed, thus allowing the commander to monitor the dynamic current situation, missions
processing through the system, and target updates from his needed perspective.
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1.2 AFATDS Communications

Figure 1, AFATDS is not limited to Field Artillery communications, but can communicate with Air
Force, Marine, Navy, and NATO systems. AFATDS is interoperable with all fires subsystems
including GDU, AFCS, FCS, Firefinder Radar, ATHS, and FOS. It interoperates with the Army
Battle Command Systems (ABCS) suite including ASAS, MCS, FAADC2I, and BCS3. The
system also interoperates with Joint level automated systems such as TAIS, TBMCS, JSTARS,
GCS, and JMCIS. AFATDS also interoperates with BATES, ADLER, and ATLAS, which are
NATO systems

AFATDS communicates around the battlefield using the programmable Tactical Communication
Interface Module (TCIM) or the SPTCIM. This enables the communication over Wire (2W/4W),
Combat Net Radio (CNR), Mobile Subscriber Equipment (MSE), and the Enhanced Position
Location and Reporting System (EPLRS). The system also uses a Network Interfaced Card to
talk over LAN for SIPRNET/NIPRNET operations.

Legacy FS Systems JVMF Systems Naval Systems
(Army & USMC) Sensors m
- DS g:ilklook Army Battle Command System
ensors
FOs (usingFOS) i
COLT Paladin
JSTARS GSM C2 Systems
Aviation (ATHS) Weather

Firefinder (Q36/37) Maneuver (FBCB2 et al)

Tactical Exploitation
System (TES)

Weapon Systems
Cannon (GDU)
Mortar (MVC)
MLRS (FCS)
Paladin (AFCS)

C2 Systems
IFSAS

Weather
MET System (MDS, MMS)

.

USMC Systems USAF Systems Communications
Combat Net Radio: SINCGARS*, VHF, HF
10S/GCCS-M via TAIS Army Data Distribution System: EPLRS*
Area Common User System: MSE, TRI -TAC, SATCOM
JMCIS LAN e Local Area Network (Internal, external LAN)
C2PC Wire Line
* Uses TCIM or INC as modem

Figure 1. Communications Interoperability

1.3 AFATDS Planning

The planning function within AFATDS allows for detailed planning and Course of Action (COA)
analysis by projecting friendly and enemy positions, guidance specific to the plan, and a task
organization for the plan. In order to assist with the planning function, an enemy template tool is
provided. A system tool supports multi-phase maneuver COAs and can compare and

2
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recommend the best COA considering commander’s priorities. Plans can be easily disseminated.
The planning activity does not affect the current situation until the operator implements the plan.
Plans are implemented into current by phase - this immediately updates the UTO, guidance,
geometry, and target database to reflect changes.

Target Analysis and Engagement

Target Analysis and Engagement is a very robust aspect of AFATDS as shown in the automated
assistance in target list management which allows for copy and merge functions, target
duplication checks, sorting, searching, and target data reception and transmission. Schedule of
fires may be calculated. There is an extensive set of targeting guidance that can be applied
(Target Selection Standards, High Payoff Targets, Decay time, target prioritization etc). From
intelligence reports and directional information, targets can be automatically generated. Pre-
planned missions can be linked to sensor reports for time sensitive targeting.

The system can deal with many weapons and pair those weapons to targets, minimizing the
timeline for the sensor to shooter thread. The system can filter sensor reports so that every
report doesn’t have to be engaged, and the system also selects the best weapon and munition
based on Target parameters (environment, countermeasures, TLE, age etc.), the munitions
required (effects capability, hazard area etc.), and weapon status (response time, current mission
load, ammunition inventory etc.).

Managing missions from start to finish, the system can handle 720 sensor inputs per hour.
Processing sensor inputs, the system considers mission value, not first in - first out. As the
system processes sensor data, it applies Target Selection Standards (TSS) and Commander’s
targeting guidance. This filters low value targets. The system analyzes cannon, mortar, rocket,
ATACMS, fixed and rotary wing air, naval cannon, standard missile and tomahawk as possibilities
for weapons. It coordinates ground and airspace violations, (spatial coordination is 4D, including
time analysis), is fully automatic and keeps interested nodes appraised of targeting information.
The system considers commanders’ guidance, latest unit status, mission history, and effects
algorithms, which determine munition quantity for both smart and conventional munitions. During
the mission processing, the operator may view and tailor the system recommendation. The
intervention display shows all key data and analysis results.
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THE AFATDS SOFTWARE PACKAGE

AFATDS Software and Operating System

The AFATDS software loads CD ROMs automatically, configure and load AFATDS software, as
well as loading all necessary components of the operating system and supporting programs. The
load process requires no operator interaction aside from providing the IP address and hostname
for the computer’'s permanent LAN. The AFATDS software load is unclassified when loaded.
Adding munitions effectiveness data and operational information may require the operator to first
upgrade the security classification but this is not required to operate the system. The
components of the software load are as follows:

AFATDS operates on the Sun Solaris operating system (Version 8 2002). Solaris is a form of
UNIX OS (operating system). UNIX is used because it offers a stable OS that is less prone to
intrusion from external sources.

The AFATDS operator requires no knowledge of the operating system since all OS setup is either
automatically accomplished at software loading or during the AFATDS software’s configuration of
network interface based on operator inputs on windows provided.

The Common Operating Environment (COE)

The Common Operating Environment (COE) is software that provides a desktop and services for
AFATDS and other programs. It is designed to cut program costs by providing a core of common
services. It is also designed to make life easier for operators by giving the same look and feel
across multiple programs.

« AFATDS application software: AFATDS application software interacts with the Solaris OS and
COE to provide fire support and fire direction capabilities.

» As with a lot of the software, which gets loaded on a computer, loading AFATDS provides a
number of additional programs such as:

- Star Office: a Sun office product providing word processing, presentation and spreadsheet
capabilities. Star office can use and save documents in MS Office formats.

» Snapshot: provides screen capture capability.

«  NATO Armaments Ballistics Kernal (NABK): government provided ballistic computation segment
that provides computational support for cannon technical fire direction.

Maps
Joint Mapping Tool Kit (JMTK)

The government requires AFATDS to use as its’ map software the Joint Mapping Toolkit (JMTK).
This software provides all mapping and symbol display as well as all map manipulation and
functions. The (JMTK) is National Imagery and Mapping Agency (NIMA) support software for
Mapping, Charting, Geodesy & Imagery (MCG&I) in the Global Command and Control System
(GCCS). JMTK provides the basic capability to import and visualize user data over map and
image backgrounds, embedded within user mission applications, making the results
interoperable. These commercial solutions can provide more robust analysis, image
manipulation, and terrain visualization. Linked to JMTK, the results of these analyses remain
interoperable when shared with other users and mission applications. The JMTK functionality
includes Symbol Generation (using MIL-STD 2525 symbols and software developed by the Army
Space Program Office), and the ability to utilize standard NIMA digital map products.

Handling Location Information

AFATDS and the Joint Mapping Toolkit (JMTK) process, display and transmit location information
differently, dependent on the Map Datum configuration in the AFATDS Map Setup as well as on
the individual unit's General Unit Information screens or using the JMTK map for location
information.

AFATDS stores, in its’ database, all location information in a Lat Long format using the WGS-84
Datum. When AFATDS sends location information between AFATDS, PKG-11, USMTF and

4
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JVMF systems the information is sent in a Lat Long format using WGS-84 Datum. Those systems
accept and process the location info in the same format as AFATDS.

The JMTK map display that is used in AFATDS, as well as all ABCS systems, can only display
location information using the WGS-84 Datum. When you slide the cursor over a unit icon and the
location is displayed, from the map, regardless of UTM, Lat Long or MGRS format the WGS-84
Datum is used.

Location information can be displayed on the screens that the operators use to enter and view
location information (i.e., Targets, Unit's, Geometries, etc.) based on other Datum’s. For example,
if the unit decides to use Map Datum North American 1927 and enters that in their AFATDS map
setup whenever a location is displayed, cut and pasted or typed in the location fields the system
will display that in the correct format. That way, when the unit uses a map or receives locations
from other sources using a map with the North American 1927 datum, the conversion will work
correctly.

If you are working with PKG-10 or NATO systems (ADLER, ATLAS, SIR or BATES) you must
setup the appropriate DATUM in the individual unit(s) Basic Unit Information screens. This tells
the communications software in AFATDS that when a location is received or sent to those units, it
is received or must be sent in that Map Datum.

ARC Digitized Raster Graphics (ARDG)

ARC Digitized Raster Graphics (ADRG) are maps that are actually 24-bit images in a special
format, which are distributed on Compact Disks. The National Imagery and Mapping Agency
(NIMA) in the United States originally produced the ADRG maps. The ARC system divides each
hemisphere into nine zones of ten degrees of latitude to minimize distortion. The ADRG uses a
rectangular coordinate projection based on the datum of the World Geodetic System 1984
(WGS84). The primary sources are conventional map sheets dated from 1984 to 1991, based on
the National Topographic System (NTS). The geographic data sets made by scanning these
maps are then presented as distribution rectangles. Each distribution rectangle may contain one
or more data sets. The group of distribution rectangles in a series at a specific scale is the
equivalent of a seamless world database of geospatial raster data in which each pixel has a
distinct geographic location (georeferenced data). The main purpose of these data is to serve as
a display background.

NOTE

Raster Maps, when compared to vector maps, are suitable for special use. For
example, when you want to explore into features not covered in vector maps,
such as vegetation, mountain top names, labels on maps and others. Raster data
is a rectangular picture of something made up of many tiny colored dots which,
when viewed together, looks like a smooth, cohesive picture to the human eye.
Television and computer screens are good examples of a raster of colored dots,
which define a picture for your eye. A raster format product is sometimes
considered a dumb map because it is a picture of a map. NIMA produces several
raster data formats; ARC Digitized Raster Graphics (ADRG), Compressed ARC
Digitized Raster Graphics (CADRG), and Controlled Image Base (CIB) are the
most common.

The Controlled Image Base (CIB)

The Controlled Image Base (CIB) is a dataset of orthonormalized and rectified grayscale images.
CIB data are derived directly from digital images, and are compressed and reformatted to
conform to the RPF Standard. These maps are also distributed on CDs that are available for use
with the system.

Common Message Processor

The Common Message Processor is government furnished software that provides support for
freetext messaging, and creation and reception of other message types that are displayed for
operator review. When a version of AFATDS software gets released for use, the following
paragraphs (2.5 — 2.7) describe the additional CD ROMs that are provided.
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Joint Master Unit List (JMUL)

The JMUL is a COE segment that is loaded onto the AFATDS computer using the COE segment
installer, which is much like the Add/Remove Programs utility on an MS Windows PC. The JMUL
acts as an “address book” of units and systems with which the AFATDS operates. Because
AFATDS must communicate with a number of external systems that use several different
protocols, and because each protocol uses a different method of identifying a unit, the master unit
list acts as “look-up” to compare received information and determine to which that information
applies. Since a large portion of the US Armed Forces organization remains constant, an
updated master unit list of joint and coalition forces is created for each AFATDS version. This is
the JMUL. When the JMUL is loaded onto AFATDS, it becomes a Master Unit List (MUL) for the
system.

Maintenance and Utilities

The Maintenance and Utilities CDROM is the only software provided that is classified above the
UNCLASS level. Maintenance and Ultilities is classified as a secret segment because it provides
Joint Munitions Effectiveness Manuals (JMEM) and Loadable Munitions Modules (LMM). JMEM
data provides munitions effectiveness data used by AFATDS and LMMs provide missile
effectiveness, flight characteristics and data for automatic construction of air space hazard areas
associated with employment of missiles.

Effects Management Tool (EMT)

The EMT software provides the ability to access data from the AFATDS current situation
database. EMT also allows the movement of units and creation of FSCMs and graphics on the
AFATDS. EMT has additional capability that is not resident in the AFATDS application such as
import and export of database information (FSCM’s, targets data, etc) to MS Excel spreadsheets
and processing capability such as checks of fire missions and targets against the no strike list.

The Effects Management Tool (EMT) is a client for the Advanced Field Artillery Tactical Data
System (AFATDS) jointly developed by the US Army and the US Marine Corps. The EMT serves
as an intuitive and easy to use display and entry device for the Host AFATDS to which it is
connected. EMT reads information from the AFATDS database and shows this information on a
digital map display. This allows the display of unit symbols, battlefield geometries, fire support
coordination measures, and target symbols. The EMT allows for data ‘drill down’ on the objects to
interrogate them and display information maintained within AFATDS. EMT also displays the firing
vectors for active missions being processed in AFATDS. The client operator performs specific
tasks and is ‘shielded’ from the other AFATDS functions and AFATDS administration.

EMT collectively consists of a number of software applications that interoperate to provide EMT
Functionality. The EMT application is written primarily using the java programming language.
The EMT is platform independent and will run on a number of Operating Systems including
Windows NT 4.0 SP6a, Windows 2000 SP2, and Sun Solaris. The EMT also makes use of some
XML components.

Map Display Applications

The EMT Application does not independently display information on a computer screen, but
rather makes use of one of two map display applications. These applications are the Joint
Mapping Tool Kit, which was previously mentioned and the Command and Control PC, below.

Command and Control For The C2PC

Command And Control For The PC (C2PC): Developed by Northrop Grumman for the US Marine
Corps since 1995, Command and Control for the PC (C2PC) is fundamental to systems
transmitting or receiving the Common Tactical Picture (CTP) or Common Operational Picture
(COP) in a Windows environment. It is an optional network client solution for systems based on
Northrop Grumman’s COTS C4l product, ICS. When operating with C2PC, EMT does not share
data with the C2PC network, but injects data directly into the C2PC map display. This allows
C2PC data and EMT data to be displayed on the same map display at the same time.
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2.10 AFATDS Application Server (AAS) Emulator

2.1

The AAS emulator provides a training utility by emulating a connection to an AFATDS AAS. This
allows for the EMT to run on a computer without being connected to an actual AFATDS. The
user will be able to perform functions like: Initiate Fire Mission, Create/Edit/Delete Geometry,
Move Units, and View Information.

AFATDS Versions

The following versions of AFATDS software have been fielded or released for testing
Version 6.4.0.0 is the latest release version and scheduled for release in May 2005.

Any versions in the series Version 9.2 (followed by a letter, e.g., 9.2.M) are developmental
engineer builds. These sometimes are found in active units as residuals of testing. Under no
circumstances should an engineer build be used for actual operations beyond authorized and
controlled testing.

Version 6.3.2.0 is to be replaced by version 6.4.0.0.
NOTE

A unit that uses one version of software cannot effectively and reliably
interoperate with units using another version. A stopgap measure is to have the
AFATDS that interface, using different versions, to define the system type of the
opposite AFATDS as a package 11 System (a system that employs package 11
messages for information exchange). This allows the exchange of information but
to a much lesser degree than normally expected between AFATDS.



3.2

TB 11-7025-297-10
OPERATIONAL ASPECTS

Guidance

In AFATDS commanders may put in their preferences regarding a multitude of situations, from
what type of munitions to use on what type of targets, to what units should be used in what
situations. These and many other preferences are considered commanders guidance. Even
though the plural of one item of guidance is still guidance, the term in Fire Support circles for this
set of preferences is called Guidances. Some Guidances are merely record keeping tools, others
allow the information to be placed into a written plan (e.g., an OPORD or FS Annex) and others
are used when processing fire missions to determine HOW and WHEN to attack targets.

In AFATDS, there are Target Categories. Within each target category there are Target Types.
Many systems, such as IFSAS, call these the Target Type and Subtype instead. Many of the
guidances in AFATDS will allow you to specify guidance for each individual target type. When a
call for fire is received at AFATDS for processing, the target type of the mission is used to find
what specific guidance has been given for that target type.

Of those guidances used in processing fire missions, some are called Filters. These filter
guidances determine if the target should be shot or not. For example, if the target is a duplicate of
another target, we need to eliminate the second call for fire; the Target Duplication guidance will
filter these types of targets out.

Some guidances are used to determine how or when to shoot the target. They allow targets to be
prioritized relative to one another as well as provide information on what kinds and volume of
munitions or what effects to use on the target.

Other guidances are considered Preferences. For these, the entry you make will not necessarily
be the solution provided for a fire mission as other information may be taken into account as well.
For instance, when shooting a certain target type, your preference may be to shoot it with DPICM,
TIME, and 2 PLT volleys. But if no units have DPICM, other shell/fuze combinations will be
chosen. If available, alternatives will be given, but your preference may be ranked higher than
other alternatives and may in fact be the suggested option. Preference guidances allow blank
entries to be made; for these guidances, blank entries just mean No Preference.

Fire Mission Processing

First of all AFATDS receives fire missions as calls for fire, Tactical Air Requests (TARs) or
Artillery Target Intelligence (ATI) information. These usually arrive at an AFATDS workstation
digitally, through a network, as Fire Requests (FRs). The operator responding to a voice call for
fire may also input calls for fire manually. Once it’s in the system, it's a Fire Mission.

Tactical Air Requests (TAR): TLDHS and some other systems can send a TAR message to
AFATDS for an immediate Close Air Support (CAS) request. This message is processed in the
same manner as a call for fire message.
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@ Observer Locates Target with Laser
@ Digital Mission to AFATDS

@ Target Displayed & Analyzed @

[ Digital Mission to Weapon -
. @ Observer Notified

f
| @ Weapon Fires & Reports
| @ Observer Notified

Figure 2. The Digital Mission

Artillery Target Intelligence (ATI): ATl messages provide target information. These are
processed by AFATDS based on commander’s guidance. Commander’s guidance provide a rule
set that define, among other things, how to process ATl data. ATI data is handled using the
following process:

The ATl target is checked against the currently effective target selection standards (TSS)
guidance, if the operator has selected that option for processing. If the target is not sufficiently
accurately located or too old, the target data is stored in the AFATDS Suspect Target List for
potential refinement by future, supporting reports. If the target passes TSS guidance checks, the
target is further evaluated.

Upon reception of the Fire Request, AFATDS will store the data, determine the mission
precedence (priority), determine the Battle Area (the geometry where the target is located), and
check and react to additional data related to certain missions. Those missions are Quick Smoke
missions, Time on Target (TOT) missions, and Moving Target Missions. For targets passing the
TSS check, the target type is next checked against the high-payoff target list. If the target type is
not a high payoff target, the target is stored in the AFATDS inactive target list an no further
automatic processing is performed except to perhaps purge the data when it is too old to be valid
(if such purging is “turned-on” by the AFATDS operator).

If the target type is found on the High Payoff Target (HPT) list, the target is further processed to
determine when it should be attacked as indicated on the HPT list. Planned Targets are added to
the AFATDS Planned target list for future inclusion into fire plans. Targets designated to be
attacked “as acquired” or “immediately” become unobserved fire missions.

Target Filtering

Target data is checked during fire mission processing to ensure it is actually valid as a fire
mission. Failing a filtering check causes AFATDS to evaluate fire support and produce solutions
but causes AFATDS to recommend denying the mission. Final Protective Fires (FPF),
Copperhead priority targets, registration missions and missions employing special munitions such
as FASCAM always pass filter checks. (AFATDS allows an override of any of its
recommendations.) The following checks apply.
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Target Selection Standards

This check is “turned-off” by default but can be enabled by the operator. If enabled, this check
requires the target meet accuracy (target location error) and age checks to be valid. The Target
Location Error (TLE) checks if the TLE is less than or equal to the maximum acceptable TLE.
The sensor’s TLE is extracted from Detailed Unit Info or may be a default value. This is then
compared to the TLE for the target type. Max Report Age checks to see if the age of the report is
less than or equal to the maximum acceptable age for the given target type. The Current Date
‘Time Group (DTG) is compared to the DTG when the target was acquired and then to the Max
Report Age for the target type. Comparing the information in the sensor’s detailed unit
information window checks reliability. The check determines if the sensor is reliable for the target
type. If a target fails the TSS, it is sent to the suspect target list.

Target Duplication

This check evaluates the target against other fire missions currently active to determine if the
target is close enough and sufficiently similar to be classified as a duplicate of the established fire
mission. (A discussion of target duplication can be found in Appendix H under Suspect Target
Processing.)

Target Build-up

This check examines the target against target build-up area geometry in the database. The
objective of the geometry is to cause mission to be denied until a desired density of targets has
appeared in the build-up area.

Not Later Than (NLT) Time

Each processed target has a decay time applied based on the target type. Target decay time is
established, by target type, by the AFATDS operator in guidance. The decay time is added to the
time the target was acquired to determine a NLT time. The target must be able to be engaged
prior to the expiration of the NLT time.

AFATDS ensures that a Target Number is assigned. If mission was received (or initiated from the
keyboard) with a target number, the target number will remain with the target. If the mission was
received (or initiated from the keyboard) without a target number, AFATDS will assign a target
number from its own target block. The Excluded target filter check compares the target type of
the current target to the Excluded Target guidance (TMM) to see if the target type has been
excluded. If the target type is excluded, the mission is “flagged” and processing continues with
the next filter check.

If the CURRENT target lies in Target Build-Up Geometry, the target will fail this filter if the
strength of this target and the sum of previous targets (of the same type found in this geometry) is
less than the “trigger” established in the Geometry. IEW Routing determines if the target must be
coordinated with IEW (ASAS) prior to attack. It also checks the target type with the Target
Management Matrix (TMM) to determine if this target type is flagged for IEW routing. If IEW is
checked on any target in the TMM, an entry in Mission Info Routing must be made to provide
AFATDS with the unit ID that the coordination request will be forwarded to. There is a check for
preferred Mission Routing. If the mission is an Immediate Suppression or Immediate Smoke, the
mission is checked against Mission Routing guidance to determine the ID of a unit if specified and
capable. This guidance speeds the attack of these targets by bypassing processing at
intermediate OPFACs.

As each mission is processed, AFATDS calculates and assigns a Mission Value to that mission
between 0 and 100. The value is used to rank order the missions in queue and determine which
fire support system is used to attack that particular target.

The systems uses four separate target attributes to determine the values which are weighted and
combined to determine the overall mission priority. The values are as follows in Figure 3:

10
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Greatest HVT LIST window value + (TMM window HPT value) = Target Type Value
2 for High Payoff Targets
(HV LIST window value) = Target Type Value
2 for non High Payoff Targets
100 x [(Value of POF rank + 1) - POF Rank of the originator] = POF Value
Sum of all POF ranks in the Mission Prioritization window
100 x [(# of TAI ranks +1) - TAl rank if tgt plots in TAl geometry] = TAIl Value

Sum of all TAl ranks in the Mission Prioritization window

On-Call Value is always zero (0) unless the "on-call targets have higher
priority" box is checked on Mission Prioritization window.

If the box is checked and the target is an On-Call target, the value = 100

If the box is checked and the target is not an ON-Call target, the value = 0

Figure 3. Calculating Inputs for Fire Mission Value

Weights are assigned, in the Mission Prioritization window. The value of each weight is used as

a multiplier to the value as calculated in Figure 3. The values are added together. The result is
the Fire Mission Value.

(Target Type Value) x (Target Type Weight) = ?
(TAI Value) x (TAI Weight) = ?

(POF Value) x (POF Weight) = ?

(On-Call Value) x (On-Call Weight) = ?

Fire Mission Value = ?

Figure 4. Calculating Fire Mission Value

AFATDS will then assign an “Operational Until Time” for the mission. The Operational Until time
is determined by adding the Target Decay Time guidance for the mission target type to the DTG
that the mission was received (or initiated from the keyboard). If the target is not attacked within
this “window of time”, the target will “time out” and AFATDS will recommend that the mission be
denied. A Fire Support Coordination Measures (FSCM) check determines if there is a need for
coordination of the fire mission. The Fire Support Buffer Distance guidance is applied to the
target during this step.

11
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3.2.6 Attack Analysis

Once a target passes all of the filters and checks in target processing, Attack Analysis begins.
There are three (3) levels of Attack Analysis. The level used on the target is dependent upon
which level of Attack Analysis the OPFAC utilizes. Detailed Attack Analysis is the default level
the system uses if your OPFAC is the FA CP/FDC (BTRY/PLT). It is also the most complex
analysis performed and requires complete Fire Unit information. An OPFAC utilizing Detailed
Attack Analysis must have up to date information on all fire units considered. In Detailed Attack
Analysis, AFATDS looks at individual fire units to make an assessment of their capability to attack
the target (either as a single unit or as part of a massing option). The system checks to
determine what fire units are available for consideration. It adds these to the Available Unit List.
Once available units are identified, it further refines the list to the available fire units meeting
capability criteria. The capable units are added to the Working Unit List. From the Working Units
List, the system will eliminate the selection of units, which are not capable of supporting the
mission due to location, lack of capable munitions, not being in range, etc.

The system will then develop attack options by pairing capable working units with munitions. A
capable option is sought by determining if the unit has capable munitions, could meet the
response time, effects requirements, response time, and has enough of the right munitions to
perform the mission. If a capable option is found, AFATDS stops attack option development and
makes no more passes through to find available options. When more than one capable attack
option is generated as a result of a check, the options is ranked per the Attack Option Ranking
Criteria. Those criteria can be operator specified according to Fire Support System Tasks,
Mission Characteristics, the Unit Load, and Shortest Range Capable Munitions.

As the system makes the first pass, it may find that there are no capable options. It will then go
back through the process looking for new pairings. It will continue that process until it finds a
capable attack option or has exhausted all possibilities. AFATDS provides the option to interrupt
mission processing after attack options are ranked, if the mission meets currently established
intervention criteria. This permits the operator to review target processing and attack option-
processing results and either accepts the processing actions specified in the recommendation or
select an alternative action. The Unit Attack Analysis level is designed primarily for units that are
FA CP/FDC'’s (Arty Regts/BN FDC) that command FA CP/FDC’s (BTRY/PLT)). This level does
not require complete FU info but does require “Unit Roll-Up” information. In the past, all FA
CP/FDC’s performed Detailed Attack Analysis on all fire missions. This created a duplication of
effort to perform Detailed Attack Analysis at all FA CP/FDC’s. In order to help streamline the
process and eliminate the effort duplication, Unit Attack Analysis was created. It is based on the
concept that FA CP/FDC’s that control fire units would still perform Detailed Attack Analysis. FA
CP/FDC’s that control FA CP/FDC’s will now perform Unit Attack Analysis.

An OPFAC utilizing Unit Attack Analysis does not need detailed unit data of the guns in his
database. What is required is the number of guns ready to fire per unit (i.e., 6 guns ready to fire).
Instead, the subordinate FA CP/FDC to the OPFAC utilizing Unit Attack Analysis transmits a “unit
roll-up”. This “Unit Roll-Up” provides enough information to the OPFAC to perform Unit Attack
Analysis.

In performing Unit Attack Analysis, AFATDS looks for supporting or subordinate FA CP/FDC'’s
and fire units. Those supporting or subordinate Fire Units will be analyzed using Detailed attack
analysis and the Subordinate FA CP/FDC’s will be analyzed using Unit Attack Analysis. Unit
Attack Analysis is similar to Detailed except for the way that units are selected. Only Subordinate
FA CP/FDC'’s are analyzed with Unit Attack Analysis. The FA CP/FDC’s are determined capable
if all of the following conditions exist:

+ The FA CP/FDC’s roll-up data has at least one range fan that covers the target.

« The FA CP/FDC'’s response time and current time is before the NLT/Operational time for the
target.

+ The FA CP/FDC is not saturated with missions from your OPFAC.

«  The Mission Cutoff value (Mission Prioritization guidance) must be met or exceeded by the
current missions assigned Mission Value.

12
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+ The FA CP/FDC must have the specified munitions on hand (per ammo summary data in the CP
Ammunition Roll-Up).

« The selected munitions cannot be restricted in the FS Tasks Matrix.

The FS System Attack Analysis level is the least complex and is designed primarily for all
FSE/FSCC’s. This level is the default level of Attack Analysis if the OPFAC is an FSE/FSCC and
also helps speed processing.

« A Fire Support System is capable when the following conditions exist:
A UnitID is entered in the FS System Attack Parameters for the given FS System.
« The target is within the range area specified for the FS System.

+ The FS System response time and current time is less than the NLT/Operational time of the
target.

«  The number of missions that you have sent to the unit ID is less than the saturation level
specified for that system in the Attack Parameters Guidance. The Mission Cutoff value (Mission
Prioritization guidance) must be met or exceeded by the current missions assigned Mission
Value.

» System and tested munitions cannot be restricted in the FS Tasks Matrix or FS Munitions
Restrictions.

«  Unit/Munitions pairings in FS System Attack Analysis are the same as in Detailed and Unit Attack
Analysis.

13
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HARDWARE

The CCU2 is a ruggedized computer that combines all components into a single cabinet. The
CCU2 is fielded to both the USMC and US Army and is found in shipboard Supporting Arms
Coordination Center (SACC) configurations. All AFATDS versions since A98 are supported on

the CCU2.

The Tadpole is a UNIX laptop that is supported beginning with AFATDS version 6.3.2.0 and
newer. This provides the compact size of a laptop. It should be noted that CCU2 and Tadpole
software are not interchangeable.

14
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INFORMATION MANAGEMENT

The AFATDS database is blank when software is loaded. The database is normally constructed
prior to operations. At a minimum, the following data needs to be entered:

Minimum Database Entries

Map Setup Establishes the focus of the map, its scale and what overlays (data filtering) are used
to display units, targets, etc. A default overlay called SOP can be used, though operators should
tailor more detailed filtering.

Map Mod The Map Mod establishes an area within which short UTM coordinates can be entered
and establishes the map datum for conversion of coordinates.

Own Unit Data The data of the local unit is entered. This data is transmitted to other systems
during operations to assist in creation and maintenance of a common operational picture (COP).

Communications Configuration contains network information as well as routing and address
information for the units with which the local AFATDS communicates.

Target Decay Guidance Though AFATDS supports numerous commander’s guidance, the
minimum required to process fire support is called Target Decay Guidance. This guidance
provides a number of minutes after acquisition that a target remains valid. The guidance defaults
to 0 minutes, requiring an entry by the AFATDS operator.

Target Number Block The AFATDS requires a block of NATO-type target numbers for the
processing of target data and fire missions. These are assigned to any target data entered or
received digitally and not already assigned a target number.

Master Unit List (MUL)

Master Unit List Capabilities: While targets are the focus of operations from a broad perspective,
the Master Unit List (MUL) is an information foundation for AFATDS operations. It starts out on a
CD provided with the other software as the Joint Master Unit List (JMUL). Once loaded onto the
hardware, it is the MUL. The MUL is the holder of all unit information. This includes enemy units
as well. Before a unit can exist in a situation, whether it is “Current” or a “Planned”, the unit must
first exist in the Master Unit List. The MUL is also used to perform a variety of communication
functions, such as managing network-related communications parameters, and supporting
communications-related display screens associated with the Comm. Administrator duty.

The Master Unit List (MUL) supports the processes of the current or planned situations for
AFATDS databases. This provides the capabilities to maintain information of friendly units;
maintain information of Enemy units; coordinate the development and approval of friendly unit
movement orders; maintain Class Ill and Class VIl summary data (AFATDS/CMP messages);
create sensor task orders; maintain unit characteristics data; generate reports; provide graphical
display of the unit information; display unit symbols on the screen display; provide an operator
interface to create and maintain this information. The MUL interfaces with other processes to
provide for the automatic distribution of this information to other units.

The MUL controls and monitors external communications based on the units in the list. During
startup, it creates or updates a “Preconfigured LAN” subnet if a configured and enabled
motherboard LAN is detected. During startup, it updates routes contained in the current
communications configuration with Current Situation units via the “Preconfigured LAN” subnet
using C2R and DNS data.

AFATDS OPFACs may Start and Initialize their systems with a database that includes the Master
Unit List (MUL) in order to perform the selection and use of the units within the list. A second
option is to power-up the system with absolutely no database information and to create a MUL
with the preferred unit information. With the second option the AFATDS would be activated using
a NULL database.

In AFATDS data is stored using the Unit Reference Number (URN) assigned instead of Unit ID.
This allows OPFACs to exchange Unit data correctly without requiring the Unit IDs to be
displayed exactly alike at both OPFACs. On the other hand, it REQUIRES Unit Reference
Numbers to be the same between ALL AFATDS OPFACs which will exchange Unit data.
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AFATDS SECURITY

Passwords

The Information Assurance Manager (IAM) has the responsibility for management of passwords.
Passwords are required as a user validation function. Passwords are issued by the IAM to each
authorized user for use by that individual user and no other. AFATDS will initially be fielded with
a default password to allow a designated the IAM to initially logon and thereafter establish user
accounts. Sharing of passwords and otherwise divulging a private password to another user that
is not authorized its use, as assigned by the IAM, is a serious breach of security. AFATDS
Client/User creation, privilege assignment, and password control is determined the AFATDS
System Administrator.

COE Security Administrator Functionality

Security Administrator functionality provides the ability for authorized users to create, delete, and
maintain user accounts and groups, as well as define profiles that provide users with easy access
to the executables and icons they need to perform their duties.

Profiles

A profile provides a mechanism by which a Security Administrator can group sets of users, often
by their job responsibilities. Rather than assigning each user a list of applications they are
allowed to access, the Security Administrator can define a profile that provides convenient access
to a series of applications, and then assign users to one or more profiles. For example, the
Security Administrator may create a profile called GCCS User, which would contain all of the
applications that a typical Global Command and Control System (GCCS) user would need to
access. The administrator could then assign this profile to one or more user accounts. Similarly,
the administrator could create a profile called Backup that would provide access to the
applications needed to perform a system backup. This profile could again be assigned to one or
more user accounts.

Account and Profile Manager (APM) Client Functionality

The APM client application provides functionality for managing user accounts, groups, profiles,
and hosts within the network. The APM client manages global account and profile information by
communicating with the APM master server within the administrative domain. In addition, the
APM client manages local account and profile information by communicating with the APM
master server running on the local machine itself.

A summary of operations that can be performed by the APM client is given below.
User Accounts

« Assigning and changing an account's user name

« Assigning and changing an account's password

«  Optionally assigning a User ID (UID) to a new account

» Assigning and changing an account's default group

« Assigning and changing an account's comment

« Assigning and changing an account's login shell

« Assigning an account's home server

» Assigning and changing an account's list of group memberships
» Assigning and changing an account's list of profiles

« Assigning and changing an account's list of hosts

NOTE

A new user account's home directory is automatically determined by APM.
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« Assigning and changing a group's name

«  Optionally assigning a Group ID (GID) to a new group
» Assigning and changing a group's list of users

» Assigning and changing a group's list of hosts

Profiles

« Assigning and changing a profile's name
«  Optionally determining whether the profile is lockable with the use of a profile locking segm